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1 Introduction

This document describes the AIS (Account Information Services) interface offered by de Volksbank under

PSD2. It explains the process of the consent a PSU (Payment Service User) is required to give for letting a

TPP (Third Party Provider) in its role of AISP (Account Information Service Provider) access its account

information and the actual account information services for which a consent is given.

It should be noted that this interface:

complies with Berlin Group standards (NextGenPSD2 XS2A Framework Implementation Guidelines
V1.3) for the AIS endpoints (readAccountList, readBalance, and readTransactionList) and for v1
consent endpoints;

follows the Berlin Group openFinance API Framework Implementation Guidelines Consent API for

V2.x for the v2 consent endpoints (also known as the account access consent endpoints).

The remainder of this document will be organized as follows:

Chapter 2 describes the conditions de Volksbank applies to the use of its account initiation services,
the character set used for the account information to be exchanged between the AISPs and de
Volksbank in its role as ASPSP, the datatypes defined for the individual pieces of information and
the URLSs to be used by the AISPs for the different brands of de Volksbank;

Chapter 3 sheds some light on the chosen consent flow;

Chapter 4 lays out the fine details of the consent flow;

Chapter 5 contains an in-depth explanation of the actual account information services.



2 Account Information Services as offered by de Volksbank

2.1 Conditions on the use of de Volksbank’s account information services

The following conditions apply on the usage of the account information services:

1. The authorization code is valid for a duration of 10 minutes;

2. The access token is valid for a duration of 10 minutes;

3. The refresh token is valid for a duration of 90 days;

4. Each consent granted by a PSU to an AISP is valid for a maximum of 180 days in accordance with

the PSD2 RTS requirements on strong customer authentication;

5. Requirements pertaining to the account information services retrieving information on transactions:

a. The account information services retrieving information on transactions can only apply to
one specific account per call;

b. Only information on transactions dating back to a maximum of 2 years can be retrieved;
¢c. Maximum number of transactions in one response has been set to 2000;
d. If the AISP does not provide a maximum number of transactions in the call, de Volksbank

will use a default value of 1000 transactions.

2.2 Character set

The used character set is the Latin character set of the UTF-8 character encoding standard. This is in
accordance with the character set as defined by the European Payments Council (EPC) Implementation
Guidelines (EPC217-08). This character set is defined below:

abcdefghijklmnopqgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789

[-2:().," +

Space

2.3 Datatypes

The APIs as defined by de Volksbank N.V. consume and produce JSON (Java Script Object Notation)

structures. JSON accepts the following data types:

A string;

A number;

An object (JSON object);
An array;

A boolean.

a s wdhPRE



2.4 URLs

De Volksbank supports PSD2 APIs for three different brands: ASN Bank, RegioBank and SNS. There is one
specific URL per brand.

o URL for access granting
o for TPPs in the role of AISP to start the access granting process for the PSU, use:
psd.bancairediensten.nl/psd2/asnbank/v1/authorize
psd.bancairediensten.nl/psd2/regiobank/v1/authorize
psd.bancairediensten.nl/psd2/snsbank/vl/authorize

o for TPPs in the role of AISP to redeem an authorization code for an access token, use:
psd.bancairediensten.nl/psd2/asnbank/v1/token
psd.bancairediensten.nl/psd2/regiobank/v1/token
psd.bancairediensten.nl/psd2/snsbank/v1/token

With respect to the data types, de Volksbank adheres closely to the datatypes and formats used in pain
messages as defined by the ISO 20022 norm and adopted by the EPC for SEPA payments. This means that

for alpha-numerical, decimal and date fields the datatype string with some additional formatting will be used:

Datatype Length/Format

String Maxtext34 Maximum length of the alpha-numerical string is 34
Maxtext35 Maximum length of the alpha-numerical string is 35
Maxtext70 Maximum length of the alpha-numerical string is 70
Maxtext140 Maximum length of the alpha-numerical string is 140
ISO 8601 date Dates are of the data type string, but must comply with the 1ISO
format 8601 date format. This implies that dates have the following

format: YYYY-MM-DD.

ISO 8601 datetime | Dates are of the data type string, but must comply with the 1SO
format 8601 datetime format.

String Decimal format Amount fields are of the data type string, but have the format of
a decimal where the following format requirements hold:

1. The number of fractional digits must comply with the
ISO 4217 minor unit of currency (for instance, the
number of fractional digits for the currency EUR is 2);

2. The digits denoting integers and the digits denoting
fractions are separated by a dot.

Number Integer format Number is an integer starting at 0, 1, 2, ...

2.5 Filtering response data

Filtering may be used on the APIs to limit the amount of data returned in an API response. To support server
side filtering the fields query parameter may be used. Fields can be filtered by including and/or excluding
fields:

?fields=(field a(field b,field c),field d! (field e))
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Considering the following example response to an endpoint:

GET https://psd.bancairediensten.nl/psd2/snsbank/v1l/example
{

"accounts": |

{
"name": "valuel",
"iban": "value2"

}I

{
"name": "valuel",
"iban": "valuel2"

To include only the iban fields:

GET
https://psd.bancairediensten.nl/psd2/snsbank/vl/example?fields= (accounts (
iban))

{

"accounts": |
{
"iban": "value2"
by
{
"iban": "value2"

To exclude the iban fields:

GET

https://psd.bancairediensten.nl/psd2/snsbank/vl/example?fields= (accounts!
(iban))

{

"accounts": |

{
"name": "valuel"

by

11
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3 Access

The AISP can only use the PSD2 APIs as authorized by de Volksbank. The AISP must be registered with the
Competent Authority with a license to perform Account information services (refer to payment service 8 as
described in Annex of the Payment Services Directive (2015/2366).

AISPs that wish to use the PSD2 APIs of de Volksbank are required to go through an onboarding process.
Part of this onboarding process is the exchange of a so-called client_id, client_secret and redirect_uri.
The redirect_uri is needed to return the response to the consent request, the subsequent authorization
request and token exchange request to the appropriate address of the AISP.

3.1 Certificates

The connections between the TPP and de Volksbank endpoints are secured by a mutual TLS authentication,
as required in the PSD2 regulations. This means that the TLS connection can only be established including
client (i.e. TPP) authentication. For this authentication the TPP has to use a qualified certificate for website
authentication. This qualified certificate has to be issued by a qualified trusted service provider (QTSP)
according to the eIDAS regulation [eIDAS].

The content of the certificate has to be compliant with the requirements as specified in article 34 of the EBA
Regulatory Technical Standards on Strong Customer Authentication and common and secure
communication under article 98 of Directive 2015/2366 (PSD2).

3.2 Authentication by OAuth2

De Volksbank has chosen the OAuth2 authentication method for its PSD2 interface, an authentication
method that does not require users to share their bank passwords with third-party apps. More details on the
OAuth2 authentication method can be found in the standard OAuth2 flows or in one of the many tutorials on
the internet.

3.3 Authorization

De Volksbank is using the so-called authorization code grant flow. The authorization code grant type is used
to obtain both access tokens and refresh tokens and is optimized for confidential clients.

The ASPSP (the PSU’s bank) delivers an authorization code to the TPP on behalf of the customer. The code
is issued only once by the ASPSP and is needed for using the PSD2 functions. Next, the TPP will exchange
the authorization code for an access and refresh token. The access token is subsequently used in each
PSD2 API service.
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4 The APIs for granting access to account information

The AISPs must! use the following APIs for gaining access to account information:

1. Consent request (creation of a consent ID);
2 and 3. Authorization request and approval of the PSU,;

Please note that currently between the creation of a consent ID and the approval of the PSU a time

window of 10 minutes is defined. If after these 10 minutes we (as an ASPSP) do not receive an approval

of the PSU, the consent is automatically expired.

Get consent status request;

Access token request: access token and refresh token based on authorization code;
New access token request: new access and refresh tokens based on refresh token;
Get consent request;

Delete consent request.

© NG A

As of January 2025, we temporarily offer two versions of the consent endpoints (endpoints 1, 4, 7 and 8): v1
and v2 endpoints. We highly recommend to implement the v2 flow since the v1 consent endpoints will be
removed.

The API endpoints usually consist of the following elements:

Method and URL;
Path parameters;
Query parameters;
Request header;
Request body;
Response code;
Response header;
Response body.

© NGk whR

For every individual endpoint de Volksbank offers, we will point out which of these elements they have and
explain them in depth.

4.1 Consent initiation request (v1 consent flow)

By issuing a consent request, the AISP seeks to get permission from an ASPSP to access the account
information a PSU is holding with the addressed ASPSP on behalf of that particular PSU.

Please note that the v1 consent endpoints (initiate consent, get consent, get consent status, and delete
consent) will be replaced with v2 endpoints. We highly recommend to implement the v2 flow since the v1
endpoints will be removed.

1The APIs 4, 7 and 8 are optional: an AISP can use these APIs to get information about the status of a
consent (4 and 7) or to send a request to delete a consent given by the PSU (8).
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4.1.1 Method and URL

Method URL Description
POST | https://psd.bancairediensten.nl/psd2/ Consent request endpoint as defined by
[snsbank|asnbank|regiobank]/vl/consents the Berlin Group in the implementation

guide version 1.3.

4.1.2 Path parameters

The consent request endpoint does not have any path parameters.

4.1.3 Query parameters

The consent request endpoint does not have any query parameters.

4.1.4 Request header

Attribute Type Mandatory | Description

Content-Type String Y Invariably filled with the value "application/json".

X-Request-I1D UuID Y ID of the request, unique to the call, as determined
by the initiating party (the AISP).

Authorization String Y Attribute consists of client_id: identification of the
AISP as registered with de Volksbank.

TPP-Notification-URI String N The URI of the TPP API where notifications about

the consent status will be send towards. The URI
should match with the common name or one of the
domains of the QWAC certificate.
TPP-Notification-Content- | String N Only SCA is supported by de Volksbank. Other
Preferred options are currently ignored.

We support two events:

- SCA Consent is valid for 180 days. Five
calendar days before expiry date of the
consent you will receive a notification.

- Consent given with SCA is revoked by the
PSU in his online banking environment.
When the Consent is revoked by the PSU
you will receive a notification.
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4.1.5 Request body

Attribute

access

accounts
balances
transactions

Account
Access
object

array of
Account
Reference

Y

zZz Z

This attribute is part of the object Account Access
and refers to the requested access services.
Sub-attributes accounts, balances and
transactions must be empty arrays, because de
Volksbank only supports consent requests without
explicitly mentioning the accounts.

All the sub-attributes are optional, but at least one
is required. The consent will only give access for
the given attributes.

Please note that a "balances" or "transactions"
access right implicitly also gives access to the
accounts endpoint.

recurringindicator

Boolean

The value of the attribute recurringlindicator is to
be set to true, if the consent is for a recurring
access to the account data.

The value of the attribute recurringindicator is to
be set to false, if the consent is for a one-off
access to the account data.

Since it is possible that the Read Transaction List
call has to be executed several times (due to a
result limit), this call can be executed several
times even when recurringindicator is set to false.
For one-off access to transaction information, the
AISP will have ten minutes, starting from the
moment of the first Read Transaction List call, for
requesting the transaction data.

validUntil

Date

The attribute validUntil contains the date until
when a consent is valid.

The attribute has the 1ISO 8601 Date format
(YYYY-MM-DD) and cannot be in the past.

SCA expiration date: Each consent granted by a
PSU to an AISP is valid for a maximum of 180
days in accordance with the PSD2 RTS
requirements on strong customer authentication
(see also section 2.1). If the validUntil value is
below the 180 days then that value will be used as
SCA expiration date, otherwise the date 180 days
after initiation will be used.

frequencyPerDay

Number

This field indicates the requested maximum
frequency for an access per day. For a one-off
access this attribute is set to "1".

combinedService
Indicator

Boolean

Set to true this value indicates that a payment
initiation service will be addressed in the same
"session" as an account information service.

De Volksbank only supports the option false.

1

6



Attribute Type Mandator: ‘ Description ‘
commercialNameAsset | String N When the consent is meant for another party (the
User asset user) using the services of an AISP, e.g. in
a License-as-a-Service (LaaS) context, this field
can be used to provide the asset user's
commercial name.

When provided, the commercial name will be
shown to the PSU on the SCA redirect screen and
their permissions dashboard. This will provide
more transparency as to who will be receiving
their data, and help the PSU recognize different
permissions given to same (LaaS) AISP.

Using this attribute will also ensure that a PSU's
existing consents remain valid when a new
consent for the same AISP but a different asset
user is created.

4.1.6 Example request

POST https://psd.bancairediensten.nl/psd2/snsbank/vl/consents

Content-Type: application/json
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl£f7756
Authorization: 171bc95e703£6042e881384c746532dcfe
{
"access":
{ "accounts": [],
"balances": [],

"transactions": [] 1},
"recurringIndicator": true,
"validUntil": "2019-01-01",
"frequencyPerDay": 6,

"combinedServicelIndicator": false

4.1.7 Response code

Code ‘ Description ‘
201 Created
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4.1.8 Response header

Attribute Type Mandatory = Description ‘
Content-Type String Y Attribute invariably filled with the value
"application/json".
Location String Y Attribute contains the location of the created
resource.
X-Request-1D UuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).
ASPSP-SCA-Approach String Y The attribute ASPSP-SCA-Approach is invariably
filled with the value “REDIRECT".

4.1.9 Response body

Attribute Type Mandatory | Description

consentStatus Consent Y In case of a successful consent request (HTTP status
Status code 201), only the status "received", as defined by the
BerlinGroup is supported.
consentld UuID Y Attribute contains the unique identification of the
consent.
links Links Y All links can be relative or full links. The choice to be

made is up to the discretion of the ASPSP.

"scaOAuth": In case of a SCA OAuth2 Approach, the
ASPSP is transmitting the URI where the configuration
of the Authorisation Server can be retrieved. The
configuration follows the OAuth 2.0 Authorisation
Server Metadata specification.

4.1.10 Example response
HTTP/1.x 201 Created
Content-Type: application/json

Location:
https://psd.bancairediensten.nl/psd2/snsbank/v1/consents/05873005-99¢c2-
42ed-810e-99%9e6a91ce335/status

X-Request-1ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1f7756
ASPSP-SCA-Approach: REDIRECT
{

"consentStatus": "received",

"consentId": "05873005-99c2-42ed-810e-99%9e6a91ce335",

" links": { "scaOAuth": {"href":
"https://psd.bancairediensten.nl/psd2/snsbank/vl/authorize"} }

}
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4.2 Account access consent initiation request (v2 consent flow)

By issuing an account access consent request, the AISP seeks to get permission from an ASPSP to access
the account information a PSU is holding with the addressed ASPSP on behalf of that particular PSU.

This endpoint is part of version 2 of the AIS Consent API, also referred to as the account access consent
endpoints. These will replace the v1 AIS consent endpoints (initiate consent, get consent, get consent status,
and delete consent).

Contrary to v1 consents, account access consents can be valid for multiple (current/payment) accounts at
once. The AISP can provide one or more accounts in the request body, or the PSU can select one or more
accounts when authorizing the account access consent.

A note on account access

The Berlin Group NextGenPSD2 XS2A Framework has been developed into a group of Version 2 APIs
described in the Berlin Group openFinance APl Framework documents. In the openFinance Consent API for
V2.x document, the Berlin Group makes a distinction between consent categories, hamely account-access,
funds-confirmations, user-parameter-access, and document-services. For the AlS calls presented in this
document, you need an account access consent.

4.2.1 Method and URL

Method URL Description

POST | https://psd.bancairediensten.nl/psd2/ Account access consent request
[snsbank|asnbank|regiobank]/v2/consents/account- endpoint as defined by the Berlin Group
access in the openFinance APl Framework

Implementation Guidelines Consent API
for V2.x version 2.0.

4.2.2 Path parameters

The account access consent request endpoint does not have any path parameters.

4.2.3 Query parameters

The account access consent request endpoint does not have any query parameters.

4.2.4 Request header

Attribute ‘ Type ‘ Mandatory ‘ Description

Content-Type String Y Invariably filled with the value "application/json".
X-Request-I1D UuID Y ID of the request, unique to the call, as determined
by the initiating party (the AISP).

Authorization String Y Attribute consists of a client_id: identification of the
AISP as registered with de Volksbank.
PSU-IP-Address String Y Attribute filled with the IP-address of the PSU as
recorded in the HTTP request from the PSU to the
PISP.

If the PSU has not sent its |IP-address to the PISP,
the PISP has to send its own IP-address.
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Attribute Type ‘Mandatory ‘Description

TPP-Redirect-URI String Y URI of the TPP, where the transaction flow shall be
redirected to after a Redirect.

Client-Notification-URI String N Use this header when you want to receive
notifications.

The URI of the Client API where notifications about
the consent status will be send towards. The URI
should match with the common name or one of the
domains of the QWAC certificate.
Client-Notification- String N Use this header when you want to receive
Content-Preferred notifications.

The string has the form ‘status=X1, ..., Xn’. Xi is
one of SCA, PROCESS, or LAST, and the
constants are not repeated.

Only SCA is supported by de Volksbank. We
support two events:

- SCA Consent is valid for 180 days. Five
calendar days before expiry date of the
consent you will receive a notification.

- Consent given with SCA is revoked by the
PSU in his online banking environment.
When the Consent is revoked by the PSU
you will receive a notification.
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4.2.5 Request body

Attribute Mandator Description

access

payments

account

rights

Account
Access
object

Array of
Account
Access

Rights

Account
Reference

List of
Access
Rights
Codes

Y

This attribute refers to the requested access
services. It contains an array of Account Access
Rights in the payments field.

This field presents the required access rights to
current/payment accounts. It contains an account
reference and a list of access right codes.

Account Reference contains an IBAN (String,
format: [A-Z]{2,2}[0-9}{2,2}[a-zA-Z0-9]{1,30}).

This field contains the access rights. Supported by
de Volksbank: ais, accountList, balances,
transactions, ownerName.

The right ais gives access to accountList,
balances, and transactions.

A balances or transactions access right implicitly
also gives access to accounts.

Without the right ownerName, the field
ownerName will not be returned in the
readAccountList response.

The choice of consentType (see next attribute)
influences what the access attribute is allowed to
contain.

For a global consent, the following rights are
allowed: ais and ownerName. The right ais is
mandatory for a global consent. It is not allowed to
include one or more account references during
initiation.

For a detailed consent, the following rights are
allowed: accountList, balances, transactions and
ownerName. The AISP can provide one or more
account references in the access attribute.

When providing multiple accounts, the rights for
each account should be the same.

When one or more accounts are provided, the
PSU does not have the option to select other or
additional accounts when authorizing the consent.
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Attribute Type

consentType

Consent
Type Code

Mandator
Y

‘ Description

The technical consent type. The choice of this
type has an effect on the allowed rights in the
access attribute.

De Volksbhank only supports consents with
consentType “global” or “detailed”.

recurringlndicator

Boolean

The value of the attribute recurringlindicator is to
be set to true, if the consent is for a recurring
access to the account data.

The value of the attribute recurringlndicator is to
be set to false, if the consent is for a one-off
access to the account data.

Since it is possible that the Read Transaction List
call has to be executed several times (due to a
result limit), this call can be executed several
times even when recurringlndicator is set to false.
For one-off access to transaction information, the
AISP will have ten minutes, starting from the
moment of the first Read Transaction List call, for
requesting the transaction data.

validTo

Date

The attribute validTo contains the date until when
a consent is valid.

The attribute has the 1ISO 8601 Date format
(YYYY-MM-DD) and cannot be in the past.

SCA expiration date: Each consent granted by a
PSU to an AISP is valid for a maximum of 180
days in accordance with the PSD2 RTS
requirements on strong customer authentication
(see also section 2.1). If the validTo value is less
than 180 days in the future then that value will be
used as SCA expiration date, otherwise the date
180 days after initiation will be used.

frequencyPerDay

Number

This field indicates the requested maximum
frequency for an access per day.
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Attribute Type Mandator

commercialNameAsset | String N
User

‘ Description

When the consent is meant for another party (the
asset user) using the services of an AISP, e.g. in
a License-as-a-Service (LaaS) context, this field
can be used to provide the asset user's
commercial name.

When provided, the commercial name will be
shown to the PSU on the SCA redirect screen and
their permissions dashboard. This will provide
more transparency as to who will be receiving
their data, and help the PSU recognize different
permissions given to same (LaaS) AISP.

Using this attribute will also ensure that a PSU's
existing consents remain valid when a new
consent for the same AISP but a different asset
user is created.

4.2.6 Example request

Example global consent:

POST https://psd.bancairediensten.nl/psd2/snsbank/v2/consents/account-

access
Content-Type:
X-Request-ID:
Authorization:
PSU-IP-Adress: 192.168.8.78
TPP-Redirect-URI:
{ "access": {
"payments": [
{
"rights": [

"aiS",

by

"consentType": "global",
"recurringIndicator": true,
"validTo": "2025-07-05",

"frequencyPerDay": 4

application/json
99391c7e-ad88-49ec-a2ad-99ddcbl1£f7756
171bc95e703£6042e881384c746532dcfe

"ownerName"
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Example detailed consent without account information:

POST https://psd.bancairediensten.nl/psd2/snsbank/v2/consents/account—
access

Content-Type: application/json
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl1£7756
Authorization: 171bc95e703£6042e881384c746532dcfe
PSU-IP-Adress: 192.168.8.78
TPP-Redirect-URI: https://www.redirect-to-me.com
{ "access": {
"payments": [
{
"rights": [

"accountList", "transactions", "ownerName"

by

"consentType": "detailed",
"recurringIndicator": true,
"validTo": "2025-07-05",
"frequencyPerDay": 4

}

Example detailed consent with account information, for access to two accounts:

POST https://psd.bancairediensten.nl/psd2/snsbank/v2/consents/account-—
access

Content-Type: application/json
X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£7756
Authorization: 171bc95e703£6042e881384c746532dcfe
PSU-IP-Adress: 192.168.8.78
TPP-Redirect-URT: https://www.redirect-to-me.com
{ "access": {
"payments": [
{
"account": {

"iban": "NL64SNSB0948305280"
b
"rights": [

"accountList", "transactions", "ownerName"
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"account":

by

"iban":

"rights":

s

"consentType":

"recurringIndicator":

{

"NL64SNSB0948305281"

[

"accountList",

"detailed",

"validTo": "2025-07-05",

"frequencyPerDay":

4.2.7 Response code

Code ‘ Description
201 Created

4

true,

"transactions", "ownerName"

4.2.8 Response header

Attribute Type Mandatory Description ‘

Content-Type String Y Attribute invariably filled with the value
"application/json".

Location String Y Attribute contains the location of the created
resource.

X-Request-ID UuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).

ASPSP-SCA-Approach String % The attribute ASPSP-SCA-Approach is invariably
filled with the value “REDIRECT”.

ASPSP-Notification- Boolean N Only returned when the request contained

Support notification headers.
When returned, always contains “true” since de
Volksbank supports resource push notifications for
account access consents.

ASPSP-Notification- String N Only returned when the request contained

Content notification headers.
When returned, always contains “status=SCA” since
only SCA is supported by de Volksbank.




4.2.9 Response body

Attribute Type Mandatory | Description

consentStatus Consent Y In case of a successful consent request (HTTP status
Status code 201), only the status "received”, as defined by the
BerlinGroup, is supported.
consentld uuIiD Y Attribute contains the unique identification of the
consent.
links Links Y All links can be relative or full links. The choice to be

made is up to the discretion of the ASPSP.

"scaOAuth": In case of a SCA OAuth2 Approach, the
ASPSP is transmitting the URI where the configuration
of the Authorisation Server can be retrieved. The
configuration follows the OAuth 2.0 Authorisation
Server Metadata specification.

4.2.10 Example response
HTTP/1.x 201 Created
Content-Type: application/json

Location:
https://psd.bancairediensten.nl/psd2/snsbank/v2/consents/account-
access/05873005-99c2-42ed-810e-99%9e6a91ce335/status

X-Request-1ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1f7756
ASPSP-SCA-Approach: REDIRECT
{

"consentStatus": "received",

"consentId": "05873005-99c2-42ed-810e-99%9e6a91ce335",

" links": { "scaOAuth": {"href":
"https://psd.bancairediensten.nl/psd2/snsbank/vl/authorize"} }

}

4.3 Authorization request

The AISP issues a request with the purpose to receive a URL which re-directs the PSU to the local bank
environment in order to allow the PSU to authorize its bank, the ASPSP, to grant the AISP access to the
account information of the PSU.

In the next sub-sections, we will take a closer look at the elements which constitute the authorization
endpoint.

4.3.1 Method and URL

Method URL Description

GET https://psd.bancairediensten.nl/psd2/ Authorization endpoint as defined by de
[snsbank|asnbank|regiobank]/vl/authorize? | Volksbank.
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4.3.2 Path parameters

The authorization endpoint does not have any path parameters.

4.3.3 Query parameters

Attribute Type Mandatory | Description

response_type String Y Attribute invariably filled with the value "code".
scope String Y Attribute specifies the level of access that the
application is requesting.

Invariably filled with the value "AIS".

state String Y Attribute contains the unique identification of the
request issued by the AISP.

consentld UuID Y Attribute contains the unique identification of the
consent.

redirect_uri url Y Attribute filled with the value where the service

redirects the user-agent to after granting the
authorization code.

No wildcards can be used in the callback URL.

De Volksbank validates the exact callback URL.
client_id String Y Attribute filled with the value of the client_id.

4.3.4 Request header

Attribute Mandatory | Description

Content-Type String Y Attribute invariably filled with the value
"application/x-www-form-urlencoded".

4.3.5 Request body

The authorize endpoint does not have a request body.

4.3.6 Example request

GET

https://psd.bancairediensten.nl/psd2/snsbank/vl/authorize?response type=c
ode&scope=AIlS&state=111111&consentId=05873005-99c2-42ed-810e-
99e6a9lce335&redirect uri=https://thirdparty.com/callback&client id=<clie
nt id>

Content-Type: application/x-www-form-urlencoded

4.3.7 Response code

Code Description

302 Redirect
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4.3.8 Response header

Attribute Type Mandatory Description ‘

location String This attribute contains:
1. The URL leading to the login page of the
ASPSP;

2. Session data stored in a JWT object (JWT
stands for Json WebToken).

Content-Type String Y Attribute invariably filled with the value “text/plain”.

4.3.9 Response body

The authorize endpoint does not have a response body.

4.3.10 Example response
HTTP/1.x 302

Location:
https://diensten.snsbank.nl/online/toegangderden/#/login?action=displayé&s

essionID=<sessionID>&sessionData=<sessionData>

Content-Type: text/plain

4.4 PSU approving the consent request

PSUs clicking on the link leading them to the ASPSP, will log on to the service to authenticate their identity.
Next, the PSU approves the AISP’s request to access the PSU’s account information. In cases of success,
the service returns an authorization code and redirects the user-agent to the application redirect URI.

The PSU’s authentication and the PSU’s approval are processes internal to de Volksbank, which we will not
describe here. The return of the authorization code, though, we will discuss below.

4.4.1 Response code

Code Description
302 Redirect

4.4.2 Response parameters

Attribute Type Mandatory Description

code String Y Attribute filled with the authorization code needed
to obtain an access and a refresh token. This
code can only be used once and exchanged
within a configurable time window (currently set to
10 minutes).

state String Y This attribute is filled with the value which the
AISP has delivered in the attribute state in the
Authorize request

The authorization code is then passed on to the AISP via the re-direct URL the PSU has to its disposition.


https://api.snsbank.nl/online/toestemminggeven/#/login?action=display&sessionID=<sessionID>&sessionData=<sessionData
https://api.snsbank.nl/online/toestemminggeven/#/login?action=display&sessionID=<sessionID>&sessionData=<sessionData

4.4.3 Exampleresponse
HTTP/1.x 302

https://fintechapplication/redirect?code=869%9af7df-4ead-46cf-8bed-
3de27624b29%e&state=12345

4.5 Get consent status request (v1 consent flow)
With the get consent status endpoint, an AISP can request information about the status of a consent.
Please note that the v1 consent endpoints (initiate consent, get consent, get consent status, and delete

consent) will be replaced with v2 endpoints. We highly recommend to implement the v2 flow since the v1
endpoints will be removed.

451 Method and URL

Method URL Description

GET https://psd.bancairediensten.nl/psd2/ Get consent status endpoint as defined
[snsbank|asnbank|regiobank]/vl/consents/ by the Berlin Group in the
{consent-id}/status implementation guide version 1.3.

45.2 Path parameters

Attribute Type Mandatory | Description

consent-id UuID Y Attribute contains the unique identification of the
consent.

453 Query parameters

The get consent status endpoint does not have any query parameters.

454 Request header

Attribute Type Mandatory ‘ Description

Content-Type String Y Attribute is invariably filled with the value
"application/json".

X-Request-ID UuID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Authorization String Y Attribute consists of client_id: identification of the
AISP as registered with de Volksbank.

455 Request body

The get consent status endpoint does not have a request body.

45.6 Example request

GET https://psd.bancairediensten.nl/psd2/snsbank/v1/consents/05873005-
99c2-42ed-810e-99e6a91lce335/status

Content-Type: application/json
X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012
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Authorization: 132b095e702£5952e881373c746532dafe

45.7 Response code

Code Description

200 Ok

45.8 Response header

Attribute Type Mandatory | Description

Content-Type String Y Attribute is invariably filled with the value
"application/json".

X-Request-ID uuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).

459 Response body

Attribute Type Mandatory Description
consentStatus String Y Attribute filled with the status of the

consent. Values are conform the Berlin
Group Consent Status list.

Enumeration:

received,;

rejected;
partiallyAuthorized;
valid;
revokedByPsu;
expired;
terminatedByTpp.

NooasMwbdhE

De Volksbank does not support the status
partiallyAuthorized.

Note: when the status of the response is:

- received, the consent has been received and is technically correct. The consent is not authorized
yet. The AISP can issue an authorization request as long as the consent is not expired (refer to
section 4.3) or start with creating a new consent ID (refer to section 4.1.);

- rejected, the PSU has cancelled the consent during the approval process (refer to section 4.4) e.g.
no successful authorization has taken place;

- valid, the consent is approved by the PSU and the AISP should have received an authorization code
from the PSU (refer to section 4.4) and must exchange this code for an access token and refresh
token (refer to section 4.7). After these operations the consent is valid for GET account information
service calls (refer to chapter 5);

- revokedByPsu, the consent has been revoked by the PSU towards the ASPSP (consent revoked by
the PSU in his online banking environment);

- expired, the consent is automatically expired. If applicable, a new consent ID should be created
(refer to section 4.1);



- terminatedByTpp, the AISP has terminated the consent by applying the DELETE method to the
consent resource (see also section 4.11) or implicitly by submitting a new (recurring) consent for the
same PSU/Corporate.

4.5.10 Example response

HTTP/1.x 200 Ok

Content-Type: application/json
X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012
{
"consentStatus": "valid”
}

4.6 Get account access consent status request (v2 consent flow)

With the get account access consent status endpoint, an AISP can request information about the status of an
account access consent.

This endpoint is part of version 2 of the AIS Consent API, also referred to as the account access consent
endpoints. These will replace the v1 AIS consent endpoints (initiate consent, get consent, get consent status,
and delete consent).

46.1 Method and URL

Method URL Description

GET https://psd.bancairediensten.nl/psd2/ Get account access consent status
[snsbank|asnbank|regiobank]/v2/consents/account- request endpoint as defined by the
access/{consent-id}/status Berlin Group in the openFinance API

Framework Implementation Guidelines
Consent API for V2.x version 2.0.

4.6.2 Path parameters

Attribute Type Mandatory | Description
consent-id UuID Y Attribute contains the unique identification of the
consent.

4.6.3 Query parameters

The get account access consent status endpoint does not have any query parameters.

4.6.4 Request header

Attribute Type Mandatory | Description

X-Request-1D UuID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Authorization String Y Attribute consists of client_id: identification of the
AISP as registered with de Volksbank.
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4.6.5 Request body

The get account access consent status endpoint does not have a request body.

4.6.6 Example request

GET https://psd.bancairediensten.nl/psd2/snsbank/v2/consents/account-
access/05873005-99c2-42ed-810e-99%9e6a91ce335/status

X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012
Authorization: 132b095e702£5952e881373c746532dafe

4.6.7 Response code

Code ‘ Description
200 Ok

4.6.8 Response header

Attribute Type Mandatory | Description

Content-Type String Y Attribute is invariably filled with the value
"application/json".

X-Request-I1D UuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).

4.6.9 Response body

Attribute Type Mandatory Description

consentStatus String Y Attribute filled with the status of the
consent. Values are conform the Berlin
Group Consent Status list.

Enumeration:

received,;

rejected;
partiallyAuthorized;
valid;
revokedByPsu;
expired;
terminatedByTpp;
replacedByTpp.

©No o r~wD R

De Volksbank does not support the status
partiallyAuthorized.

Note: when the status of the response is:
- received, the consent has been received and is technically correct. The consent is not authorized
yet. The AISP can issue an authorization request as long as the consent is not expired (refer to
section 4.3) or start with creating a new consent ID (refer to section 4.2.);
- rejected, the PSU has cancelled the consent during the approval process (refer to section 4.4) e.g.
no successful authorization has taken place;



- valid, the consent is approved by the PSU and the AISP should have received an authorization code
from the PSU (refer to section 4.4) and must exchange this code for an access token and refresh
token (refer to section 4.7). After these operations the consent is valid for GET account information
service calls (refer to chapter 5);

- revokedByPsu, the consent has been revoked by the PSU towards the ASPSP (consent revoked by
the PSU in his online banking environment);

- expired, the consent is automatically expired. If applicable, a new consent ID should be created
(refer to section 4.2);

- terminatedByTpp, the AISP has terminated the consent by applying the DELETE method to the
consent resource (see also section 4.12).

- replacedByTpp, the AISP has terminated the consent implicitly by submitting a new (recurring)
consent for the same PSU/Corporate.

4.6.10 Example response

HTTP/1l.x 200 Ok

Content-Type: application/json
X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012
{

"consentStatus": "valid”

4.7 Access token request

The access token and the refresh token are provided on the basis of the authorization code. The AISP
requests an access token from the API, by passing the authorization code along with authentication details,
including the client secret, to the API token endpoint.

4.7.1 Method and URL

Method URL ‘ Description

POST | https://psd.bancairediensten.nl/psd2/ Token endpoint as defined by de Volksbank.
[snsbank|asnbank|regiobank]/v1/token?

4.7.2 Path parameters

The token endpoint does not have any path parameters.

4.7.3 Query parameters

Attribute Type Mandatory ‘ Description

grant_type String Y Attribute invariably filled with the value
“authorization_code”; defines the OAuth2 flow.
code String Y Authorization code needed to obtain an access
and a refresh token.

redirect_uri String Y The service redirects the user-agent to the
application redirect URI.

No wildcards can be used in the callback URL.
De Volksbank validates the exact callback URL.
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4.7.4 Request header

Attribute Type Mandatory Description

Content-Type String Y Attribute invariably filled with the value
"application/x-www-form-urlencoded".

X-Request-I1D UuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).

Authorization String Y Consist of client_id and client_secret separated by

a colon (:) in a base64 encoded string.

— Format: Basic base64
(<client_id>:<client_secret>);

— client_id: Identification of the AISP as
registered with de Volksbank;

— client_secret: secret agreed between the
AISP and de Volksbank.

4.7.5 Request body

The token endpoint does not have a request body.

4.7.6 Example request

POST

https://psd.bancairediensten.nl/psd2/snsbank/vl/token?grant type=authoriz
ation code&code=<AUTORIZATION CODE>&redirect uri=https://thirdparty.com/c
allback

Content-Type: application/x-www-form-urlencoded
X-Request-ID: fdb9757d-8f27-4f9%e-9be0-0eadacc89012

Authorization: Basic base64 (<client id>:<client secret>)

4.7.7 Response code

If the authorization is valid, the ASPSP will return a response containing an access token and a refresh token
to the application. The response will look like this:

Code ‘ Description \
200 Ok

4.7.8 Response header

Attribute Type ‘ Mandatory ‘ Description
Content-Type String Y Attribute is invariably filled with the value
"application/json".

4.7.9 Response body

Attribute H Type Mandatory  Description
access_token String Y Attribute filled with the access token needed to call
the PSD2 interface, in this case AlS.
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token_type String Y Attribute filled with the fixed value “Bearer”.

expires_in Number Y Attribute filled with the lifetime in seconds of the
access token.
refresh_token String Y Value in the attribute can be used to obtain a new

access token using the same authorization grant in
the situation where the current token has expired.
scope String Y Attribute filled with the scope of the access token. In
this context “AlS”.

4.7.10 Example response

HTTP/1l.x 200 Ok

Content-Type: application/json
{

"access token": "<ACCESS TOKEN>",
"token type": "Bearer",
"expires in": 600,

"refresh token": "<REFRESH TOKEN>",
"scope" :_"AIS" -

At this point, the AISP has been authorized. It is allowed use the token to access the user's account via the
service API, limited to the scope of access, until the token expires or is revoked. A refresh token may be
used to request new access tokens if the original token has expired.

4.8 New access token request

When the original token has expired, the AISP can request a new access token. An AISP using an expired
token in an account information request will receive an "Invalid Token Error" response. When this happens,
the refresh token can be used to request a fresh access token from the authorization server. The
authorization server issues a new refresh token, in which case the client must dispose of the old refresh
token and replace it with the new refresh token. The validity of the access and refresh tokens is independent
of the SCA duration of the consent.

4.8.1 Method and URL

Method URL Description

POST | https://psd.bancairediensten.nl/psd2/ Token endpoint as defined by de Volksbank.
[snsbank|asnbank|regiobank]/v1/token?

4.8.2 Path parameters

The token endpoint does not have any path parameters.
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4.8.3 Query parameters

Attribute Type Mandatory | Description

grant_type String Y Attribute invariably filled with the value
“refresh_token”; defines the OAuth2 flow.

refresh_token String Y Refresh token code needed to obtain the new
access and refresh token.

redirect_uri String Y The service redirects the user-agent to the

application redirect URI.
No wildcards can be used in the callback URL.
De Volksbank validates the exact callback URL.

4.8.4 Request header

Attribute Type ‘ Mandatory ‘ Description ‘

Content-Type String Y Attribute invariably filled with the value
"application/x-www-form-urlencoded".

X-Request-ID uuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).

Authorization String Y Consist of client_id and client_secret separated by

a colon (:) in a base64 encoded string.

— Format: Basic base64
(<client_id>:<client_secret>);

— client_id: Identification of the AISP as
registered with de Volksbank;

— client_secret: secret agreed between the
AISP and de Volksbank.

4.8.5 Request body

The token endpoint does not have a request body.

4.8.6 Example request
POST

https://psd.bancairediensten.nl/psd2/snsbank/vl/token?grant type=
refresh token&refresh token=<REFRESH TOKEN>&redirect uri=https://thirdpar
ty.com/callback

Content-Type: application/x-www-form-urlencoded
X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012
Authorization: Basic base64 (<client id>:<client secret>)

4.8.7 Response code

If the authorization is valid, the ASPSP will return a response containing the access token and a refresh
token to the application. The response will look like this:

Code \ Description \
200 Ok



https://psd.bancairediensten.nl/psd2/snsbank/v1/token?grant_type=%20refresh_token&=%3cREFRESH_TOKEN%3e&redirect_uri=https://thirdparty.com/callback
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4.8.8 Response header

Attribute Type Mandatory Description

Content-Type String Attribute is invariably filled with the value
"application/json".

4.8.9 Response body

Attribute H Type ‘ Mandatory  Description ‘
access_token String Y Attribute filled with the access token needed to call
the PSD2 interface, in this case AlS.
token_type String Y Attribute filled with the fixed value “Bearer”.
expires_in Number Y Attribute filled with the lifetime in seconds of the
access token.
refresh_token String Y Attribute filled with the new refresh token. Value of

the attribute can be used to obtain a new access
token using the same authorization grant in the
situation where the current token has expired.
scope String Y Attribute filled the scope of the access token. In this
context “AlS”.

4.8.10 Example response

HTTP/1.x 200 Ok

Content-Type: application/json
{

"access token": "<ACCESS TOKEN>",
"token type": "Bearer",
"expires in": 600,

"refresh token": "<REFRESH TOKEN>",
"scope" :_"AIS" -

Now, the AISP has been authorized again.

4.9 Get consent (v1 consent flow)

With the get consent endpoint, an AISP can request additional information about a consent given by the
PSU. This information consists of the current status of the consent and characteristic fields pertaining to the
consent.

Please note that the v1 consent endpoints (initiate consent, get consent, get consent status, and delete

consent) will be replaced with v2 endpoints. We highly recommend to implement the v2 flow since the v1
endpoints will be removed.
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49.1 Method and URL

Method URL Description

GET https://psd.bancairediensten.nl/psd2/ Get consent endpoint as defined by the
[snsbank|asnbank|regiobank]/v1l/consents/ Berlin Group in the implementation
{consent-id} guide version 1.3.

4.9.2 Path parameters

Attribute Type Mandatory | Description
consent-id UuID Y Attribute contains the unique identification of the
consent.

4.9.3 Query parameters

The get consent endpoint does not have any query parameters.

49.4 Request header

Attribute Type Mandatory | Description

Content-Type String Y Attribute invariably filled with the value
"application/json".

X-Request-ID UuUID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Authorization String Y Attribute filled with the access-token as obtained in
the token request call.

495 Request body

The get consent endpoint does not have a request body.

4.9.6 Example request

GET https://psd.bancairediensten.nl/psd2/snsbank/vl/consents/05873005-
99c2-42ed-810e-99e6a91ce335

Content-Type: application/json
X-Request-1ID: fdb9757d-8£27-4£f9e-9be0-0eadacc89012
Authorization: Bearer <ACCESS-TOKEN>

4.9.7 Response code

Code ‘ Description \
200 OK

4.9.8 Response header

Attribute Type ‘ Mandatory ‘ Description ‘

Content-Type String Y Attribute is invariably filled with the value
"application/json".

X-Request-1D UuID Y ID of the request obtained from the request header.
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4.9.9 Response body

Attribute
access

accounts
balances
transactions

Type
Account
Access
object

array of
Account
Reference

Y

Mandatory = Description

This attribute is part of the object Account
Access and refers to the requested access
services.

accounts, balances and transactions are arrays
filled with Account Reference, which contains
an IBAN (String, format: [A-Z]{2,2}[0-9}{2,2}[a-
zA-Z0-9]{1,30}).

recurringlndicator

Boolean

If the value of the attribute recurringlndicator is
set to true, the consent is for a recurring access
to the account data.

If the value of the attribute recurringlndicator is
set to false, the consent is for a one-off access
to the account data.

validUntil

Date

The attribute validUntil contains the date until
when the consent is valid.

The attribute has the 1ISO 8601 Date format
(YYYY-MM-DD).

SCA expiration date: Each consent granted by
a PSU to an AISP is valid for a maximum of
180 days in accordance with the PSD2 RTS
requirements on strong customer
authentication (see also section 2.1). If the
validUntil value is less than 180 days in the
future then that value will be used as SCA
expiration date, otherwise the date 180 days
after initiation will be used.

frequencyPerDay

Number

This field indicates the requested maximum
frequency for an access per day. For a one-off
access this attribute is set to "1".

lastActionDate

String

This field contains the date of the last action on
the consent object having an impact on the
status.

The attribute has the ISO 8601 Date format
(YYYY-MM-DD).

consentStatus

String

Attribute filled with the status of the consent.
Values are conform the Berlin Group Consent
Status list.

Enumeration:

1. received,
rejected;
partiallyAuthorized;
valid;
revokedByPsu;
expired;
terminatedByTpp.

NogakM~wON
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De Volksbank does not support the status
partiallyAuthorized.

commercialNameAssetUser | String N When this attribute has been used in the
Consent request, it will be returned here.
This attribute is the name of the asset user
which uses the services of the AISP.

4.9.10 Example response
HTTP/1.x 200 Ok
Content-Type: application/json
{ "access":
{"accounts":
[{"iban": "NL64SNSB0948305280"1}],
by
{"balances":
[{"iban": "NL64SNSB0948305280"}1,
br
{"transactions":
[{"iban": "NL64SNSB0948305280"}1],
by
"recurringIndicator": true,
"validUntil": "2019-07-05",
"frequencyPerDay": "4",
"lastActionDate": "2019-06-18",

"consentStatus": "valid"

4.10 Get account access consent (v2 consent flow)

With the get account access consent endpoint, an AISP can request additional information about an account
access consent given by the PSU. This information consists of the current status of the consent and
characteristic fields pertaining to the consent.

This endpoint is part of version 2 of the AIS Consent API, also referred to as the account access consent

endpoints. These will replace the v1 AIS consent endpoints (initiate consent, get consent, get consent status,
and delete consent).
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4.10.1 Method and URL

Method URL Description

GET https://psd.bancairediensten.nl/psd2/ Get account access consent endpoint as
[snsbank|asnbank|regiobank]/v2/consents/account- defined by the Berlin Group in the
access/{consent-id} openFinance API Framework

Implementation Guidelines Consent API
for V2.x version 2.0.

4.10.2 Path parameters

Attribute Type Mandatory | Description
consent-id uuID Y Attribute contains the unique identification of the
consent.

4.10.3 Query parameters

The get account access consent endpoint does not have any query parameters.

4.10.4 Request header

Attribute Type Mandatory ‘ Description

X-Request-ID UuUID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Authorization String Y Attribute filled with the access-token as obtained in
the token request call.

4.10.5 Request body

The get account access consent endpoint does not have a request body.

4.10.6 Example request

GET https://psd.bancairediensten.nl/psd2/snsbank/vs/consents/account-
access/05873005-99¢c2-42ed-810e-99%9e6a91ce335

X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012
Authorization: Bearer <ACCESS-TOKEN>

4.10.7 Response code

Code ‘ Description
200 OK

4.10.8 Response header

Attribute Type ‘ Mandatory ‘ Description ‘

Content-Type String Y Attribute is invariably filled with the value
"application/json".

X-Request-1D UuID Y ID of the request obtained from the request header.
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4.10.9 Response body

Attribute Type Mandatory = Description
access Extended Y This attribute refers to the requested access
Account services. It contains an array of Account
Access Access Rights in the payments field.
object
payments Array of Y This field presents the access rights to
Account current/payment accounts. It contains an
Access account reference and a list of access right
Rights codes.
Extended
account Account Y Account Reference contains an IBAN (String,
Reference format: [A-Z]{2,2}[0-9]{2,2}[a-zA-Z0-9]{1,30}).
rights List of Y This field contains the access rights as
Access submitted by the AISP in the initiation request.
Rights Supported by de Volksbank: ais, accountList,
Codes balances, transactions, ownerName.
consentType String Y The technical consent type as submitted by the
AISP in the initiation request.
recurringindicator Boolean Y If the value of the attribute recurringlndicator is
set to true, the consent is for a recurring access
to the account data.
If the value of the attribute recurringlndicator is
set to false, the consent is for a one-off access
to the account data.
validTo Date Y The attribute validTo contains the date until
when the consent is valid.
The attribute has the ISO 8601 Date format
(YYYY-MM-DD).
SCA expiration date: Each consent granted by
a PSU to an AISP is valid for a maximum of
180 days in accordance with the PSD2 RTS
requirements on strong customer
authentication (see also section 2.1). If the
initial validTo value that the AISP submitted is
less than 180 days in the future then that value
will be used as SCA expiration date, otherwise
the date 180 days after initiation will be used.
frequencyPerDay Number Y This field indicates the requested maximum

frequency for an access per day. For a one-off
access this attribute is set to "1".
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consentStatus

String

Attribute filled with the status of the consent.
Values are conform the Berlin Group Consent
Status list.

Enumeration:

1. received,
rejected;
partiallyAuthorized;
valid;
revokedByPsu;
expired;
terminatedByTpp;
replacedByTpp.

®NOUAWN

De Volksbank does not support the status
partiallyAuthorized.

commercialNameAssetUser

String

When this attribute has been used in the
Consent request, it will be returned here.
This attribute is the name of the asset user
which uses the services of the AISP.

4.10.10 Example response
Example global consent:

HTTP/1.x 200 Ok

X-Request-ID: fdb9757d-8f27-4f9e-9bel0-0eadacc89012

Content-Type: application/json

{ "access": {

"payments":

{

[

"account":

"iban":

by

"rights":

"ais",

by

"consentType":
"recurringIndicator":

"validTo": "2025-07-05",

"global",

"frequencyPerDay":

"consentStatus":

"valid"

"ownerName"
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Example detailed consent for two accounts:

HTTP/1.x 200 Ok

X-Request-ID: fdb9757d-8f27-4f9e-9bel0-0ecadacc89012
Content-Type: application/json

{ "access": {
"payments": [
{
"account": {
"iban": "NL64SNSB0948305280"
by
"rights": [
"accountList", "transactions", "ownerName"
]
by
{
"account": {
"iban": "NL64SNSB0948305281"
br
"rights": [
"accountList", "transactions", "ownerName"
]
}
]
by
"consentType": "detailed",
"recurringIndicator": true,

"validTo": "2025-07-05",
"frequencyPerDay": 4,

"consentStatus": "valid"

4.11 Delete consent request (v1 consent flow)
With the delete consent endpoint, an AISP can delete a consent given by the PSU.
Please note that the v1 consent endpoints (initiate consent, get consent, get consent status, and delete

consent) will be replaced with v2 endpoints. We highly recommend to implement the v2 flow since the v1
endpoints will be removed.
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4.11.1 Method and URL

Method ‘ URL Description

DELETE | https://psd.bancairediensten.nl/psd2/ Delete consent endpoint as defined by
[snsbank|asnbank|regiobank]/v1l/consents/ the Berlin Group in the implementation
{consent-id} guide version 1.3.

4.11.2 Path parameters

Attribute Type Mandatory | Description
consent-id UuID Y Attribute contains the unique identification of the
consent.

4.11.3 Query parameters

The delete consent endpoint does not have any query parameters.

4.11.4 Request header

Attribute Type Mandatory | Description

Content-Type String Y Attribute is invariably filled with the value
"application/json".

X-Request-ID UuUID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Authorization String Y Attribute filled with the access-token as obtained in
the token request call.

4.11.5 Request body

The delete consent endpoint does not have a request body.

4.11.6 Example request

DELETE https://psd.bancairediensten.nl/psd2/snsbank/v1/consents/05873005-
99c2-42ed-810e-99e6a91ce335

Content-Type: application/json
X-Request-1ID: fdb9757d-8£27-4£f9e-9be0-0eadacc89012
Authorization: Bearer <ACCESS-TOKEN>

4.11.7 Response code

Code ‘Description ‘
204 No Content

4.11.8 Response header

Attribute Type ‘ Mandatory ‘ Description ‘
X-Request-1D uuID Y ID of the request obtained from the request header.

4.11.9 Response body

The delete consent endpoint does not have a response body.
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4.11.10 Example response
HTTP/1.x 204 No Content
X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012

4.12 Delete account access consent request (v2 consent flow)

With the delete account access consent endpoint, an AISP can delete an account access consent given by
the PSU.

This endpoint is part of version 2 of the AIS Consent API, also referred to as the account access consent
endpoints. These will replace the v1 AIS consent endpoints (initiate consent, get consent, get consent status,
and delete consent).

4.12.1 Method and URL

Method ‘ URL Description

DELETE | https://psd.bancairediensten.nl/psd2/ Delete account access consent
[snsbank|asnbank|regiobank]/v2/consents/account- endpoint as defined by the Berlin
access/{consent-id} Group in the openFinance API

Framework Implementation Guidelines
Consent API for V2.x version 2.0.

4.12.2 Path parameters

Attribute Type Mandatory | Description
consent-id UuID Y Attribute contains the unique identification of the
consent.

4.12.3 Query parameters

The delete account access consent endpoint does not have any query parameters.

4.12.4 Request header

Attribute Type Mandatory | Description

X-Request-ID UuID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Authorization String Y Attribute filled with the access-token as obtained in
the token request call.

4.12.5 Request body

The delete account access consent endpoint does not have a request body.

4.12.6 Example request

DELETE https://psd.bancairediensten.nl/psd2/snsbank/v2/consents/account-
access/05873005-99c2-42ed-810e-99e6a91ce335

X-Request-1ID: fdb9757d-8£f27-4£9%e-9be0-0eadacc89012
Authorization: Bearer <ACCESS-TOKEN>
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4.12.7 Response code

Code Description

204 No Content

4.12.8 Response header

Attribute Type ‘ Mandatory ‘ Description
X-Request-1D UuID Y ID of the request obtained from the request header.

4.12.9 Response body

The delete account access consent endpoint does not have a response body.

4.12.10 Example response
HTTP/1.x 204 No Content
X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012

4.13 Renew consent

When the SCA expires but the consent’s validUntil (v1 consents) or validTo (v2 consents) date has not
expired, the consent can be renewed. To renew the consent the following conditions must be true:

- Consent status is valid, expired or revokedByPsu;

- ValidUntil/ValidTo date has not yet expired;

- Consent request has been approved by a customer at least once;

- The consent is recurring (recurringlndicator = true).

If the above holds true, the consent can be renewed by using the Authorize Request (see section 4.3). This
will return a new URL to be used by the PSU to authorize the consent. The PSU will be unable to change the
selected account(s) for the consent.

After the consent has been authorized by the PSU, the consent’s scaExpirationDate will be set to 180 days
from the moment of approval, or to the validUntil date if it is less than 180 days from the moment of
authorization. It can then be used again with the same consentld and accountld until the new
scaExpirationDate.
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5 De Volksbank Account Information Services

The Account Information Services (AIS) de Volksbank supports all require an access token in their service
call. This access token is delivered in the attribute Authorization in the header of the request. When an
OAuth 2.0 client submits the request to the resource server, the resource server needs to verify the access
token. Only if the access token is valid, the response to this request will be successful.

The AIS API service calls will return a response with the account information of the customer. The account
information consists of IBAN, balance information of the account or transactional information of that account.
The response is per IBAN, as granted by the consent. The maximum time period for which transaction
history can be shown is currently set at 2 years.

De Volksbank currently supports three AlS services which have also been defined by the Berlin Group.
These services are the following:

1. Read Account list;
2. Read Balance;

3. Read Transaction List.

The services listed above are described in more detail in the following sections.

5.1 Read Account List v1.1

The Account Information Service call Read Account List provides information about a PSU’s account
uniquely identified by an IBAN. Out of a list of account data defined by the Berlin Group, de Volksbank offers
the attributes as described in 5.1.9.

Please note: when a consent has been renewed the resourceld (accountld) will also be changed. Therefore
it is needed to use the read account to get the new resourceld.

5.1.1 Method and URL

Method URL ‘ Description

GET https://psd.bancairediensten.nl/psd2/ Account information endpoint as defined
[snsbank|asnbank|regiobank]/v1.1/accounts {query by the Berlin Group in the
parameters} implementation guide version 1.3.

5.1.2 Path parameters

The Read Account List endpoint does not have any path parameters.
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5.1.3 Query parameters

Attribute Type Mandatory ‘ Description
withBalance Boolean N The Berlin Group Implementation guide version 1.3
states the following about the attribute withBalance:

If contained, this function reads the list of accessible
payment accounts including the booking balance, if
granted by the PSU in the related consent and
available by the ASPSP. This parameter might be
ignored by the ASPSP.

N.B.: At the moment, this query parameter cannot be
processed by de Volksbank. It should be left out.

5.1.4 Request header

Attribute Type Mandatory ‘ Description

Content-Type String Y Attribute invariably filled with the value
"application/json".

X-Request-ID UuID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Consent-ID UuID Y Attribute filled with the value of the consentld obtained
in the consent request call.

Authorization String Y Attribute filled with the access-token as obtained in
the token request call.

5.1.5 Request body

The Read Account List endpoint does not have a request body.

5.1.6 Example request

GET https://psd.bancairediensten.nl/psd2/snsbank/vl.1/accounts

Content-Type: application/json

X-Request-1ID: fdb9757d-8£f27-4£f9%e-9be0-0eadacc89012
Consent-ID: 05873005-99c2-42ed-810e-99%9e6a91ce335
Authorization: Bearer <ACCESS-TOKEN>

5.1.7 Response code

Code ‘ Description \
200 Ok

5.1.8 Response header

Attribute Type Mandatory | Description

Content-Type String Y Attribute is invariably filled with the value
"application/json".
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Attribute Type Mandatory ‘ Description

X-Request-1D UuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).

5.1.9 Response body

Attribute Type Mandatory Description ‘
accounts Account Y
Details array
resourceld UuID Y A universally unique identifier (UUID), a 128-bit

number used to identify the account. This
identifier is determined by the ASPSP. This
identifier is also known as account-id.

iban String N Unique identification of the account.
Format: [A-Z]{2,2}[0-9{2,2}[a-zA-Z0-9]{1,30}
currency String Y ISO 4217 Alpha 3 currency code
name String N Name of the account given by the bank or the
PSU in Online-Banking
ownerName String N Name of the account holder(s). If an account has

a joint account holder, the name of the account
holder and joint account holder are separated with

'CJ.

product String N Product name of the Bank for this account,
proprietary definition.

customerBic String N The BIC associated to the account.

Format: [A-Z]{6,6}[A-Z2-9][A-NP-Z0-9]([A-Z0-
9){3.3}){0.1}

usage String N Specifies the usage of the account:

- PRIV: Private personal account

- ORGA: professional account

- NPRV: Not provided
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5.1.10 Example response
HTTP/1.x 200 Ok
Content-Type: application/json
X-Request-ID: fdb9757d-8£27-4£9e-9be0-0eadacc89012
{"accounts":
[
{ "resourceId": "3dc3d5b3-7023-4848-9853-£f5400a64e80f",
"iban": "NL79RBRB0230400868",
"currency": "EUR",
"name": "Huishoudpot",
"ownerName": "Z H van der Zee CJ Z Bottema",
"product": "Plus Betalen",

"customerBic": "RBRBNL21"

}

5.2 Read Balance vl.1

The Account Information Service Read Balance provides information about the balance on a PSU’s account
uniquely identified by an IBAN. For every single call, the service Read Balance returns the balance of only
one IBAN.

5.2.1 Method and URL

Method URL Description

GET https://psd.bancairediensten.nl/psd2/ Balance information endpoint as defined
[snsbank|asnbank|regiobank]/v1.1/accounts/{account- | by the Berlin Group in the
id}/balances implementation guide version 1.3.

5.2.2 Path parameters

Attribute Type Mandatory | Description
account-id UuID Y The UUID identifying the account as returned by the
service Read Account List.

5.2.3 Query parameters

The Read Balance endpoint does not have any query parameters.

5.2.4 Request header

Attribute Type Mandatory | Description

Content-Type String Y Attribute invariably filled with the value
"application/json".

X-Request-1D UuID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).
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Attribute Type Mandatory ‘ Description

Consent-ID UuID Y Attribute filled with the value of the consentld obtained
in the consent request call.

Authorization String Y Attribute filled with the access-token as obtained in
the token request call.

5.2.5 Request body

The Read Balance endpoint does not have a request body.

5.2.6 Example request

GET https://psd.bancairediensten.nl/psd2/snsbank/v1.1/accounts/3dc3d5b3-
7023-4848-9853-f5400a64e80f/balances

Content-Type: application/json

X-Request-1ID: fdb9757d-8£f27-4£f9%e-9be0-0eadacc89012
Consent-ID: 05873005-99c2-42ed-810e-99%9e6a91ce335
Authorization: Bearer <ACCESS-TOKEN>

5.2.7 Response code

Code ‘ Description \
200 Ok

5.2.8 Response header

Attribute Type ‘ Mandatory ‘ Description ‘

Content-Type String Y Attribute is invariably filled with the value
"application/json".

X-Request-ID uuIiD Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).

5.2.9 Response body

Attribute Type ‘ Mandatory Description ‘
account Account Reference N iban:

object Attribute is part of the Account
iban String Reference object as defined by the

Berlin Group. This attribute is optional
and de Volksbank does not return it.

Balances Balance object Y
balanceType String Y balanceType:
De Volksbank only supports the
balance type interimAvailable
balanceAmount Amount object Y currency:
currency String Y Attribute is part of the array Amount as

defined by the Berlin Group.
ISO 4217 Alpha 3 currency code




Attribute Type ‘ Mandatory Description ‘
amount String Y amount:

Attribute is part of the array Amount as

defined by the Berlin Group.

The amount given with fractional digits,

if needed. The decimal separator is a

dot. The number of fractional digits (or

minor unit of currency) must comply

with ISO 4217.

totalDigits: 18

fractionDigits: 5.

lastChangeDateTime String N lastChangeDateTime:

Required format is ISODateTime
Last time the balanceAmount has
changed

5.2.10 Example response

HTTP/1.x 200 Ok

Content-Type: application/json

X-Request-ID: fdb9757d-8f27-4f9e-9bel0-0eadacc89012
{

"balances":
[ { "balanceType": "interimAvailable",
"balanceAmount": {"currency": "EUR", "amount": "500.00"},
"lastChangeDateTime": "2017-10-25T15:30:35.0352"

5.3 Read Transaction List v1.1

The Account Information Service Read Transaction List provides transaction detail information about a
PSU’s account uniquely identified by an IBAN. The transaction information as described in 5.3.9 is shown.

For every single call, the service Read Transaction List returns the transactions of only one IBAN submitted
in the path parameter account-id in the request.

5.3.1 Method and URL

Method URL Description

GET https://psd.bancairediensten.nl/psd2/ Transaction information endpoint as
[snsbank|asnbank|regiobank/v1.1/accounts/{account- | defined by the Berlin Group in the
id}/transactions {query-parameters} implementation guide version 1.3.
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5.3.2 Path parameters

Attribute
account-id

Type
UulD

Mandatory | Description

The UUID identifying the account as returned by the
service Read Account List.

5.3.3 Query parameters

Attribute
dateFrom

Type
String

Mandatory ‘ Description

N

Start date of the period for which an account
statement is requested.

Attribute has the ISO 8601 Date format (YYYY-MM-
DD).

Cannot be used in combination with an
entryReferenceFrom.

dateTo

String

End date of the period for which an account statement
is requested.

Attribute has the 1SO 8601 Date format (YYYY-MM-
DD).

Cannot be used in combination with an
entryReferenceFrom.

entryReferenceFrom

String

The attribute entryReferenceFrom is a concatenation
of a journal date and a sequence number.

The format is YYYYMMDD-XXXXXXXXXXXX.

The journal date has the format YYYYMMDD. The
sequence number is a numerical string with a
maximum of 12 digits without leading zeros.

Cannot be used in combination with a dateFrom
and/or dateTo.

bookingStatus

String

The Berlin Group Implementation guide version 1.3
states the following:

Permitted codes are "booked", "pending" and "both".
"booked" shall be supported by the ASPSP. To
support the "pending" and "both" feature is optional for
the ASPSP, Error code if not supported in the online
banking frontend.

De Volksbank accepts the values “booked” and
“both”, but de Volksbank will only return transactions
with the status “booked”. Please note that de
Volksbank in her direct online banking ‘account
statement’ to PSUs doesn’t show a “pending” status
of a booking, only “booked” is shown.
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Attribute Type Mandatory ‘ Description

limit Number N Maximum number of transactions in the response.

De Volksbank has set the maximum limit to 2000
transactions.

De Volksbank has set the default limit to 1000
transactions.

When your search yields more results than the limit,
the results will be presented in the form of a ‘page’
(result set) with the most recent results (where the
amount of results is equal to the limit) and a link to the
next page, where the remainder of the results will be
present (unless these are again more results than the
limit, in which case another full page will be presented
with another next link, and so on).

The results will be presented in descending order; the most recent transaction in the result set will be the first
in the list.

5.3.4 Request header

Attribute Type Mandatory | Description

Content-Type String Y Attribute invariably filled with the value
"application/json".

X-Request-ID UuID Y Attribute filled with the ID of the request, unique to the
call, as determined by the initiating party (the AISP).

Consent-ID UuID Y Attribute filled with the value of the consentld obtained
in the consent request call.

Authorization String Y Attribute filled with the access token as obtained in
the token request call.

5.3.5 Request body

The Read Transaction List endpoint does not have a request body.

5.3.6 Example request

GET https://psd.bancairediensten.nl/psd2/snsbank/v1.1/accounts/04d1402b-
979d-4e6d-b38b-aacff0b3a993/transactions
?entryReferenceFrom=201823999&bookingStatus=booked&limit=1000

Content-Type: application/json

X-Request-ID: fdb9757d-8f27-4f9%e-9be0-0eadacc89012
Consent-ID: 05873005-99c2-42ed-810e-99%9e6a91ce335
Authorization: Bearer <ACCESS-TOKEN>

5.3.7 Response code

Code Description

200 Ok
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5.3.8 Response header

WW Description

Attribute

Content-Type String Attribute is invariably filled with the value
"application/json".
X-Request-ID UuID Y Attribute filled with the ID of the request, unique to
the call, as determined by the initiating party (the
AISP).
5.3.9 Response body
Attribute H Type Mandatory  Description ‘
account Account N iban:
Reference ISO 20022 pattern: [A-Z]{2,2}[0-9){2,2}{a-zA-Z0-
object 9]{1,30}
iban String N currency:
currency String N ISO 4217 Alpha 3 currency code
transactions Account N JSON based account report.
Report object
booked Array of N
Transaction
objects
entryReference String N entryReference:
The attribute entryReference is a concatenation
of journaldate and a sequence number.
The format is YYYYMMDD-XXXXXXXX.
The journal date has the format is YYYYMMDD.
The sequence number is a numerical string with
a maximum of 8 digits without leading zeros.
endToEndld String N endToEndld:
Unique identification as provided by a third party
or entered by the PSU.
The ISO 20022 length of the attribute is
Max35Text.
mandateld String N mandateld:
The attribute mandateld contains the unique
identification, as assigned by the creditor, to
unambiguously identify the mandate belonging
to a direct debit agreement.
The 1SO 20022 length of the mandateld value is
Max35Text.
creditorld String N creditorld: . .
EPC rulebook attribute AT-02 for SEPA Direct
Debits: Identifier of the Creditor.
Max35Text
bookingDate String N bookingDate:




Attribute Type Mandatory ’ Description

valueDate

currency
amount

creditorName

creditorAccount

iban or bban

ultimateCreditor

debtorName

debtorAccount

iban or bban

transactionAmount:

String

Amount
object
String
String

String

String
Account
Reference
object
String

String

String

Account
Reference
object

String

The date when an entry is posted to an account
on the ASPSPs books.
Format is YYYYMMDD

valueDate:

The date when interest on the account is
calculated. Besides cost/interest postings and
certain incoming (credit) international payments,
the valueDate equals the bookingDate.

Format is YYYYMMDD

currency:
Attribute currency is part of the array Amount as
defined by the Berlin Group.

ISO 4217 Alpha 3 currency code

amount:

Attribute amount is part of the array Amount as
defined by the Berlin Group.

The amount is given with fractional digits, if
needed. The decimal separator is a dot (.). The
number of fractional digits (or minor unit of
currency) must comply with 1ISO 4217. totalDigits
18 fractionDigits 5.

creditorName:

Counterparty to which an amount of money is
due.

Max70Text

iban:

ISO 20022 pattern: [A-Z]{2,2}[0-9){2,2}[a-zA-Z0-
9]{1,30}

bban:

Local account number in case of international
payments where country does not support IBAN.

ultimateCreditor:
Name of the ultimate creditor.

debtorName:

Counterparty that owes an amount of money to
the (ultimate) creditor.

Max70Text

iban:

1ISO 20022 pattern: [A-Z]{2,2}[0-9]{2,2}[a-zA-Z0-
9]{1,30}

bban:
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Attribute Type Mandatory ’ Description

ultimateDebtor

remittancelnformationUn
structured

remittancelnformationStr
uctured
reference
referencelssuer

purposeCode

bankTransactionCode

proprietaryBankTransact
ionCode

batchIndicator

batchNumberOfTransact
ions

paymentinformationiden
tification

String

String

String

String
String

String

String

String

boolean

integer

String

2

Local account number in case of international
payments where country does not support IBAN.

ultimateDebtor:
Name of the ultimate debtor.

remittancelnformationUnstructured:
Max140Text. Please note: In case of
international payments (non-SEPA) and card
based transactions, this attribute is filled with
extended booking information.

reference:

Creditor reference.

referencelssuer:

Reference to the issuer of the structured
remittance information, e.g. ‘iso’ of ‘cur’.

purposeCode:

Filled with a value belonging to purpose code
(ISO 20022 ExternalPurposelCode set) or
category purpose code (ISO 20022
ExternalCategoryPurposelCode). When both
values are available, purpose code will be used
as output.

bankTransactionCode:

Note: De Volksbank will fill in a numerical code,
as de Volksbank does not use the ISO 20022
codes. See also Appendix A of this document.

proprietaryBankTransactionCode:

The proprietary transaction code used by de
Volksbank. See also Appendix A of this
document.

Max35Text

batchindicator:
If this indicator equals true, then the related
entry is a batch entry.

batchNumberOfTransactions:

Shows the number of transactions in a batch
entry. Only used when the value of
batchindicator equals true.

paymentinformationldentification:

58




Attribute Type _Mandatory

Reference assigned by a sending party in order
to unambiguously identify the batch payment.

instructionldentification String N instructionldentification:
A unique reference assigned by the initiator to
unambiguously identify the transaction.

transactionldentification | String N transactionldentification:
Transactionldentification is the identification of
the initiating party. If de Volksbank initiates a
transaction on behalf of her customer then this
identification is a Volksbank indentification. If de
Volksbank receives a transaction from an
initiating party then the identification of this
initiating party is used.

returninformationCode String N returninformationCode:

A 4-digit code indicating why a SEPA payment is
returned (ISO 20022 ExternalReturn
Reasonl1Code) or SCT instant reversed due to
negative conformation (ABO5, AB06, AB09).

_links Links object N A list of hyperlinks to be recognised by the AISP.
account Href type N href:
href String Y No specific length defined by the Berlin Group.
next Href type N When your search yields more results than the
href String Y limit, the results will be presented in the form of

a ‘page’ (result set) with the most recent results
(where the amount of results is equal to the limit)
and this link to the next page, where the
remainder of the results will be present (unless
these are again more than the limit, in which
case another full page will be presented with
another next link, and so on). The next link
contains no search filters, only the original
account-id, the bookingStatus BOOKED (de
Volksbank only acknowledges this status, also in
her direct online banking channels) and a next
page key, which is build based on your original
search filters plus a cursor pointing to the next
transactions of the result set.
A note on the fields transactionAmount, creditorAccount, creditorName, debtorAccount, debtorName, and
returninformationCode: depending on the type of transaction, amount will be positive or negative, and the
counterparty will be either the creditor or the debtor.

- A normal debit payment will show up as a negative amount, and the fields creditorName and

creditorAccount (= counterparty) will be returned.
- A normal credit payment is shown as a positive amount, and returns debtorName and debtorAccount
(= counterparty).
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- When a debit payment transaction is returned/reversed (containing a returninformationCode) this
results in a positive return amount on the customer account, and the fields creditorName and
creditorAccount are presented in the response (= the original counterparty).

- Areturned/reversed credit transaction results in a negative return amount and the debtor fields (=
the original counterparty) are returned.

- Counterparty data is not presented for interest/costs/charges transactions, nor for cards-based
transactions.

5.3.10 Example response
HTTP/1.x 200 Ok
Content-Type: application/json
X-Request-ID: f£db9757d-8f27-4f9e-9be0-0eadacc89012
{ "account": {
"iban":"NL86SNSB0256012733",
"currency" :"EUR"
by
"transactions": {
"booked": [
{
"entryReference":"20190101-33263746",
"endToEndId":"12345678901234567890123456789012345",
"mandateId":"0193507",
"creditorId":"KLM08642LAX",
"bookingDate":"2017-10-25",
"valueDate":"2017-10-25",
"transactionAmount": {"currency" :"EUR", "amount":"-256.67"},
"creditorName":"I.N.G. von Ginieus",
"creditorAccount": {"iban":"NL64ASNB0123456789"},
"remittanceInformationUnstructured":"Uw toelage",
"purposeCode" : "SALA",
"bankTransactionCode":"3723",
"proprietaryBankTransactionCode" :"FNGI"}
I
" links":{

"account": {
"href":"https://psd.bancairediensten.nl/psd2/snsbank/vl.1l/accounts/3£db89
46-52ee-4a6d-8al0c-c7bab6fdadbed"

by

"next": {
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"href" : A
https://psd.bancairediensten.nl/psd2/snsbank/vl.1/accounts/3fdb8946-52ee-
4a6d-8al0c-
c7/ba6fdad5ed/transactions?bookingStatus=BOOKED&nextPageKey=abcdef123"

}

The Read Transaction List response below is applying a filter to only return the transactions without
creditorName, creditorAccount and remittancelnformationUnstructured.

GET https://psd.bancairediensten.nl/psd2/snsbank/v1.1/accounts/04d1402b-
979d-4e6d-b38b-
aacff0b3a993/transactions?fields=(transactions (booked! (creditorName, credi
torAccount, remittanceInformationUnstructured)))

HTTP/1.x 200 Ok
Content-Type: application/json
X-Request-ID: fdb9757d-8f27-4f9%e-9be0-0eadacc89012
{
"transactions": {
"booked": [
{
"entryReference":"20190101-33263746",
"endToEndId":"12345678901234567890123456789012345",
"mandateId":"0193507",
"creditorId":"KLMO08642LAX",
"bookingDate":"2017-10-25",
"valueDate":"2017-10-25",
"transactionAmount": {"currency":"EUR", "amount":"-256.67"},
"purposeCode" : "SALA",
"bankTransactionCode":"3723",

"proprietaryBankTransactionCode" :"FNGI"}
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6 Error handling

6.1.1 HTTP error codes

The possible HTTP error codes that are returned and their meaning can be found in the table below.

Code ‘ Description

400 Bad request

The server cannot or will not process the request due to something that is perceived to be a client
error (e.g., malformed request syntax, invalid request message framing, or deceptive request
routing).

401 Unauthorized

The request has not been applied because it lacks valid authentication credentials for the target
resource.

403 Forbidden

The server understood the request but refuses to authorize it.

404 Not found

The origin server did not find a current representation for the target resource or is not willing to
disclose that one exists.

406 Not acceptable

Cannot generate the content that is specified in the Accept header.

415 Unsupported media type

The supplied media type is not supported.

500 Internal server error

The server encountered an unexpected condition that prevented it from fulfilling the request.

6.1.2 Additional error information
Errors will be accompanied by additional information in the form of tppMessages. These look like this:

{ "tppMessages": [

{ "category": "ERROR",
"code": "ERROR CODE",
"text": "additional text information of the ASPSP up

to 512 characters"

}

The table below shows the various codes and texts that might be returned.

HTTP status H Category Code ‘ Text ‘
400 ERROR | FORMAT ERROR The format of the input is not valid.

Note: This set of errors can have a variety
of text messages, each one indicating
which specific input error was found, e.g.
“validUntil doesn't match date format yyyy-
MM-dd”.
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HTTP status H Category Code ‘ Text ‘

400 ERROR | CONSENT_FAILED Consent call failed.
401 ERROR | CONSENT INVALID The mandate could not be found.
401 ERROR | CONSENT_INVALID The mandate is revoked.
401 ERROR | CONSENT INVALID The mandate has an invalid status.
401 ERROR CONSENT_INVALID The consent gives no access to this
a information.
401 ERROR | CONSENT EXPIRED The expiration date of the mandate has
B been expired.
401 ERROR | CONSENT EXPIRED The consent should be executed once
B within 10 minutes.
401 ERROR | SERVICE BLOCKED Access to this account has been revoked.
403 ERROR | SERVICE BLOCKED This account's master switch is switched
off.
403 ERROR | CONSENT INVALID Recurring operations are not allowed for
B this consent.
403 ERROR | CONSENT INVALID The mandate has been deleted by the TPP.
403 ERROR | CONSENT_INVALID No available accounts.
403 ERROR | RESOURCE UNKNOWN The consentld and account combination is
} invalid.
403 ERROR | RESOURCE UNKNOWN The consentld and resourceld combination
B} is invalid.
500 ERROR | INTERNAL SERVER ERROR | Aninternal server error occurred.

6.1.3 Redirect error codes

The possible redirect errors that are returned to the third party’s with the possible error description and error
code.

Category Error code ‘ Error description

ERROR DS24 Waiting time expired due to incomplete order
ERROR DS02 An authorized user has cancelled the order
ERROR AMO04 Insufficient funds or account blocked

ERROR TKVE Token found with value limit rule violation

ERROR MS03 Miscellaneous reason

ERROR AGO03 Services not supported/authorized on any account
ERROR ACO01 Account number is invalid or missing

ERROR AGO01 Transaction forbidden on this type of account
ERROR DUO1 Message ldentification is not unique for this user
ERROR AM14 Transaction amount exceeds limits agreed between bank and client
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APPENDIX A: List of bank TransactionCode and
proprietaryBankTransactionCodes used by de Volksbank

Debit entries

Product / Channel Domain 150 150 150 proprietary
Transaction Domain Family Subfamil Bank

Code Code Code yCode Transaction
Code "FXXX"

Credit Transfers cutgoing (minus/debit) <SEPA SCT & SCTinstant=

Internet & mobile app Own accounts 3724 PRINT ICOT BOOK NGI
SCT within a bank brand 3723 PMNT ICDT ESCT NGI
SCTinst within a bank brand, the bank & NL 9930 PRINT IRCT ESCT 101
SCT ML+SEPA & TIPS (instant within EU} 9720 PRNT ICDT ESCT NGI
SCTinst within the Netherlands * 9933 PRNT IRCT ESCT o]
SCT SEPA (excl. ML} * gr47 PRINT ICDT ESCT ovs
Corporate Internet Banking batch booking Own accounts, within the bank, the 9722 PMNT ICOT ESCT ows
MWetherlands, SEPA
Mobile app Own accounts 3754 PRINT ICOT BOOK NG
SCT within a bank brand * 3753 PRNT ICDT ESCT NGHM
SCTinst within a bank brand, the bank & NL* 9932 PRINT IRCT ESCT I0M
SCT ML+SEPA & TIPS (instant within EU) * 9755 PMNT ICDT ESCT NGM
SCTinst within the Netherlands * 9935 PRNT IRCT ESCT 10M
SCT SEPA (excl. ML} * or4T PHNT ICDT ESCT ovs
Payment with Payconig (app) * SCT within a bank brand 3719 PRINT ICOT ESCT PCQ
SCT within the Metherlands / SEPA g719 PRINT ICDT ESCT PCa
“ia third party (TPP PSD2) Own accounts 3758 PRNT ICDT BOOK TPP
SCT within a bank brand 3757 PMNT ICDT ESCT TPP
SCTinst within a bank brand, the bank & NL 9931 PMNT IRCT ESCT mp
SCT NL+SEPA & TIPS (instant within EU} 9759 PMNT ICDT ESCT TPP
SCTinst within the Netherlands® 5534 PMNT IRCT ESCT mP
SCT SEPA (excl. NLJ* G747 PRNT ICDT ESCT ovs
Paper based payment Within the bank / the Netherlands 5845 PRINT ICOT ESCT ovs
(Optical readable form) SCT SEPA (excl ML) * o747 PRNT ICDT ESCT ovs
“ia MR (phone) Own accounts = 3795 PRINT ICOT BOOK ovs
“ia local office or headoffice Own accounts = 3025 PRINT ICOT BOOK ovs
SCT within a bank brand 3026 PRNT ICDT ESCT ovs
SCT(ingt) within the Netherlands / SEPA 8301 PHNT ICDT ESCT ovs
Recal SCT SCT: within the bank and the Netherlands 9718 PMNT  RCDT RRTH RTI
SCTinst: within the bank (on us) 8943 PWMNT RCDT RRETN 05
SCTinst: not on us 9949 PMNT  RCOT RRTH 105

Acceptgiro Qutgoing {minus/debit) <SEPA SCT, Local instrument = ACCEPT *»

Internet * SCT within the Netherlands 9721 PMNT ICOT ESCT AGI
Mobile app SCT within the Netherlands o756 PKMINT ICOT ESCT AGH
Paper based payment (optical readable) *  SCT within the Netherlands G244 PMNT ICOT ESCT ACC
IDEAL outgoing (minus/debit) <SEPA SCT, Local instrument = IDEAL>

Internet & mobie app SCT within the Netherlands / SEPA G306 PMNT ICOT ESCT IDE
Maobile app * SCT within the Netherlands [ SEPA G856 PMNT ICOT ESCT DM

Dutch Urgent payments /| TNS outgoing (minusidebit) *

Internet the Metherlands 9729 PMNT ICOT PRCT ovs

Local office with charges the Netherlands 972 PMNT ICOT PRCT ows

Local office without charges the Netherlands 9773 PRINT ICDT PRCT ovs

Foreign payments (NON SEPA) outgoing (minus/debit)

Internet World 72T PMNT ICDT XBCT ovs
Target cross border 7767 PMNT ICOT XBCT ows

Local office Wereld 7761 PMNT ICDT XBCT ovs
Target cross border 7758 PMNT ICDT XBCT ovs
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bank 150 150 150
Tranzaction Domain Family Subfamil

proprietary
Bank

Transaction

Code "FXXX"

Product / Channel Domain

Code Code Code yCode

SEPA Direct Debets (minus/debit)

CORE SDD the Netherlands and SEPA 5714 PMNT  RDDT ESDD EIC
B2B SDD the Metherlands and SEPA Ba27 PMNT  RDDT BBOD EIC
Owerheidsvordering (Govermental debity  the Netherlands 5885 PMNT  RDDT PWMDD MsC
SDOD Return the Netherlands and SEPA 5715 PMNT IDDT UPDD RTI
SDD Refund the Metherlands and SEPA 5716 PMNT IDDT UPDD RTI
SDD Rever=al the Metherlands and SEPA T PHNT IDOT PROD RTI
SDD Reject by creditor bank G242 PMNT IDOT RCODD RTI
Automated credit transfers outgoing (minusidebit)
Automated deposits (internet) Own accounts, fixed amount 3700 PMNT ICOT AUTT POV
Own accounts, cash pooling 3701 CAMT ACCB SWEP POV
Standing orders (internet, mobile app, local Bank/Mederland/SEPA 5a02 PRINT ICOT 5TDO POV
office)
Securities settlement buying Securities account 9200 SECU SETT TRAD EFF
Cash withdrawel (minusidebit)
Local office RegioBank 1002 PMNT CNTR  BCWD KAS
ATH SNS SNS 1003/ 7008 | PMNT CCRON  CWDL GEA
ATM Geldmaat cash withdrawel the Netherlands o7 PMNT CCRD CWODL GEA
ATM NL (Meastro) the Metherlands 7900 /9900 | PMNT CCRDN CWDL GEA
AT NL (WVPay) the Metherlands 7910/9910 | PMNT CCRON CWDL GEA
ATM EU (Meastro) Europe 7901 /9901 | PMNT CCRON  XBCW GEA
ATM EU (VPay) Europe 791179911 | PMNT CCRON  XBCW GEA
AT World (Meastro) World 7902 /9502 | PMNT CCRDN XBCW GEA
AT World (WPay) World 791279912 | PMNT  CCRON  XBCW GEA
POS Card payments (minus/debit)
POS NL (Meastro) the Netherlands 7903/5502 PMNT CCRD POSD BEA
POS NL DVPay) the Netherlands 7913/55812 PMNT CCRD POSD BEA
POS EU (Meastro) Europe 7904 /55804 PMNT CCRD  POSD BEA
POS EU DVPay) Europe 7914/55814 PMNT CCRD POSD BEA
POS World (Meastro) World 7905/95805  PMNT CCRD POSD BEA
POS World (WPay) World 7915/9915 © PMNT  CCRDF  POSD BEA.
POS Card Refund (minus/debit)
POS (Maestro), debit correction 7909 /9905 | PMNT CCRD RIMB RTI
POS (Wpay), debit correction 7920/9520 | PMNT CCRD RIMB RTI
Mobile payments ! NFC (minusidebit)
NFC ML (Meastro) the Netherlands 706 /9906 = PMNT CCRDF POSD BEA
NFC ML (\Pay) the Netherlands 7916 /9916 | PMNT CCRDF  POSD BEA
NFC EU (Meastro) Europe 7907 /5507 PMNT CCRD POSD BEA
NFC EU (\Pay) Europe 7917/9817 | PMNT CCRDF POSD BEA
NFC World (Meastro) World 7908 /95083 = PMNT CCRD POSD BEA
NFC World (WPay) Vorld 7918/9918 | PMNT _CCRD — POSD BEA
(Card not present payments (minus/debit)
NL (Mastercard) the Netherlands 7923/9923 @ PMNT CCRD POSD ovs
NL (WISA) the Netherlands 7926 /9926 = PMNT  CCRDF  POSD ovs
EU (Mastercard}) Eurcpe 7924 /9924 | PMNT CCRD: POSD ows
EU (WIS&) Europe 7927/9927 | PMNT CCRDF POSD ovs
World (Mastercard) World 792579925 © PMNT CCRDF  POSD ovs
World (VISA) World 7028 /9928 " PMNT  CCRDC  POSD ovs
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Product / Channel Domain bank 150 150 150 proprietary
Transaction Domain Family Subfamil Bank

Code Code Code yCode Transaction
Code "FXXX"

Interest, commissions & charges (minus/debit)

Interest accumulated 7606 ACNMT  MDOP INTR AFB
Interest accumulated (when account closing) 7818 ACNT  MDOP INTR AFB
Interest capitalized 7600 ACNT  WDOP INTR MsC
Interest (to be transfered to other account) 7602 ACNMT  MDOP INTR MSC
Interest capatalized (when account closing) 7604 ACNMT  MDOP INTR M5C
Interest correction 7225 ACNT  NMDOP INTR AFB
Interest, commissiens & transaction charges business accounts 7817 ACNMT MDOP  CHRG AFB
Interest, commissions & transaction charges business accounts (account closing) 7628 ACMT  MDOP  CHRG AFB
Reporting costs offline business accounts 7614 ACNMT WNDOP CHRG AFB
Reporting costs offline business accounts (account closing) 7626 ACNMT NDOP  CHRG AFB
Administrative commissions business accounts 7542 ACNMT WNDOP CHRG AFB
Administrative commissions buginess accounts (account closing) 7643 ACMT  MDOP CHRG AFB
K%'C charges business accounts 7281 ACNMT WNDOP CHRG AFB
Admininistration charges business service processes 7262 ACMT MDOP CHRG AFB
Transaction charges business accounts 7615 ACMT MDOP CHRG AFB
Transaction charges business accounts (account closing) 7827 ACWMT  WNDOP  CHRG AFB
Commission account usage 7241 ACMT MDOP  CHRG AFB
Commission account usage "Basis Bankieren” 7250 ACMT MDOP CHRG MSC
Charges usage card 7227 PMNT _CCRD  CHRG AFB
Commissions Business Internet Banking 7734 ACWMT MDOP  CHRG MSC
Transaction downlpading costs Business Internet Banking TraTivrid . ACNT  WMDOP CHRG MSC
Charges payment requests issued by business customers 7258 PRINT ICOT CHRG AFB
Charges internatienal payments (non-SEPA) 7238 PMNT ICOT CHRG AFB
Charges sending paper statement 7235 ACWMT MDOP  CHRG AFB
Charges paper based credit transfers 7240 ACMT MDOP  CHRG AFB
Charges branch payment 7263 ACMT MDOP CHRG AFB
Charges Dutch Urgent payments* 7237 PRINT ICOT CHRG AFB
Charges ATM 7921 /9921 | PMNT CCRON  CHRG MSC
Charges Geldmaat deposit 7264 PMINT CCRD CHRG AFB
Charges POS 7522 /5522 |~ PMNT  CCRD  CHRG BEA
* gervice has been discontinued or replaced by a normal (instant} credit transfer
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Credit entries

Product / Channel Domain bank 150 150 150 proprietary
Transactio Domain Family Subfamily Bank

n Code Code Code Code Transaction
Code "FX0"

Credit Transfers Incoming (plus/credit) <SEPA SCT & SCTinstant>

Cwn accounts Internet & mobile app (instant} 2724 PRNT RCDT BOOK NGI
KMobile app 2754 PMNT  RCDT BOOK MNGHK
“ia third party (TPP PSD2) 2758 PMNT  RCDT BOOK TPP
R (phone) * 2785 PMNT  RCDT BOOK ovs
Via local office or headoffice * 2025 PRINT RCOT BOOK ovs
Within a bank brand of de Volksbank Internet = 2723 PRNT RCDT ESCT NGI
Internet batch booking 2722 PRNT RCDT ESCT ovs
KMobile app * 2753 PMNT  RCDT ESCT MNGHK
Payment with Payconig (app) * 2715 PRNT RCDT ESCT PCQ
“ia third party (TPP PSD2) 2757 PMNT  RCDT ESCT TPP
Via local office or headoffice 2025 PMNT  RCDT ESCT ovs
SCTinst Internet'mokile/third part 2548 PMNT  RRCT ESCT 105
Other credit transfers 2750 PMNT RECT ESCT OwsS
Payment reguest (credit via iDEAL) Internet/Mobile app 6853 PMNT RCDT OTHR BvVZ

Between brands of de Volksbank

Via local office or headoffice * 8743 PRINT RCDT ESCT ovs
SCTInst Internet/mobile/third part 2948 PRMNT  RRCT ESCT 105
the Nederlands and SEPA All channels (SCT) 28809 PMNT  RCDT ESCT ovs
Alle channels (SCTinst) 2545 PMNT  RRCT ESCT 105
SCT Return Return posting received 3749 PRINT ICDT RRTH RTI
Acceptgiro incoming (plus/credit) <SEPA SCT, local instrument = ACCEPT*>
the Nederlands * All channels (SCT) 2845 PMNT  RCOT ESCT ACLC

iDEAL incoming (plus/credit) <SEPA SCT, Local instrument = IDEAL>

Metherlands/SEPA Internet/Mobile 28208 PMNT  RCDT ESCT IDE
Metherlands/SEPA Internetifobile [within the bank ¢ branc aorT PMNT  RCDT ESCT IDE
Metherlands/SEPA batch booking Internet/Mobile 2808 PRINT RCDT ESCT IDE
Dutch Urgent Payments / TNS incoming (plus/credit) *

Between brands of de Volksbank All channelz 8783 PRINT RCOT PRCT ovs
the Metherlands All channelz 8872 PRINT RCOT PRCT ovs

Foreign payments (NON SEPA) incoming (plus/credit)
World All channels 6761 PMNT  RCDT XBCT ovs
Target cross border All channels 6765 PRMNT RCDT XBCT ovs
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Product ! Channel Domain bank 150 150 150 proprietary

Transactio Domain Family Subfamily Bank
n Code Code Code Code Transaction
Code "FXXX"

SEPA Direct Debets (plus/credit)
SO0 Return by debtor bank 8715 PMHT  RDOT UPDD RTI
SDD Refund Internet/mobile app/local office 8716 PRNT RODT UPDD RTI
SD0 Reversal a1y PMHT  RDOT PROD: RTI
SDD Core recurring Corporate internet banking 2820 PRNT IDDT ESDD EIC
SO0 Core one-off Corporate internet banking 8821 PRINT IDOT CoDD EIC
SO0 Reject by creditor bank 2242 PHMNT IDDT RCOD RTI
Automated credit transfers incoming (plusi/credit)
Chwn accounts, fived amount Internet 2700 PMHT  RCDT AUTT PO
Cwn accounts, cash pooling Internet 271 CANT ACCB TORPG POV
Standing order within a bank brand of  Internet/Mobile app/ Local office aros PRINT RCOT STDO POV
de Volksbank
Standing order between brands of de  Internet/Mobile app/ Local office 745 PRINT RCOT STDO POV
‘Volksbank
Securities settlement selling Securities account 8200 SECU SETT TRAD EFF
Cash deposit (plus/credit)
Local office RegicBank ¥ oooo PRINT CNTR BCDP KAS
ATM Geldmaat cash deposit the Netherlands 6017 PMNT CCRD CDPT GEA
ATH ML (Meastro), credit correction the Netherlands 6900/ 8500 @ PMNT CCRD CWDL GEA
ATW NL (VPay), credit correction the Metherlands 691078910 | PMNT  CCRD» CWDL GEA
ATH EU (Meastro), credit correction Europe 6901 /78501 | PMNT CCRD XBOwW GEA
ATH EU (VPay), credit correction Europe 6911785911 | PMNT CCRD XBOwW GEA
ATW World (Meastro), credit correction World 690278902 | PMNT  CCRDx XBCW GEA
AT World 0WPay), credit correction Waorld 5912 /8912 | PMNT  CCRI: KBCW GEA
POS Card payment (plus/credit)
POS NL (Meastro}, credit correction the Metherlands 6903 /2903 | PMINT  CCRIx POSD BEA.
POS NL (VMPay), credit correction the Netherlands 6913785913 | PMNT CCRD POSD BEA
POS EU (Meastro), credit correction Europe 5904 / 8504 = PMNT CCRD POSD BEA
POS EU (VMPay), credit correction Europe 5914 /8514 | PMNT CCRD POSD BEA
POS World (Meastro), credit correction World 6905/ 2905 | PMINT  CCRI POSD BEA.
POS World (WPay), credit correction Waorld 6915/ 8515 | PMNT  CCRI: POSD BEA
POS Card Refund (plusicredit)
POS (Maestro) 69059/ 2505 | PMNT  CCRD: RIMB RTI
POS MVpay) 6920/ 8520 | PMNT  CCRD: RIMB RTI
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Product / Channel Domain bank 150 150 150 proprietary

Transactio Domain Family Subfamily Bank
n Code Code Code Code Transaction
Code "FXXX"

Mobile payments | NFC (plusicredit)
NFC ML {Meastro}, credit correction the Netherlands 6906 / 8906 = PMNT CCRD POSD BEA
NFC ML (vPay), credit correction the Metherlands 6916/ 8916 | PMNT  CCRD POSD BEA
NFC EU {Meastro}, credit correction Europe 5907 /8507 | PMNT CCRD POSD BEA
NFC EU (VPay), credit correction Europe 6917 /8917 | PMNT  CCRD POSD BEA
NFC World (Meastro), credit correction  World 5903 / 8508 = PMNT CCRD POSD BEA
MFC World (WPay). credit correction World G018 /2018  PMNT __ CCRD POSD BEA
Card not present payments (plus/credit)
ML {Mastercard}, credit correction the Netherlands 6923718523 | PMNT CCRD POSD ovs
ML (WISA), credit correction the Metherlands 6026/ 8026 | PMNT  CCRD PQSD ovs
EU {Mastercard}, credit correction Europe 5924 /8524 = PMNT CCRD POSD ovs
EU (VISA), credit correction Europe 8927 1 8527 = PMNT CCRD POSD ovs
World (Mastercard), credit correction  World 6925/ 8525 | PMNT  CCRD POSD ovs
World (WISA), credit correction World 5928 /28528 = PMNT _ CCRD POSD ovs
Interest, commissions & charges (plus/credit)
Interest accumulated 6507 ACMT  KMCOP INTR Bl
Interest accumulated (when account closing) 6619 ACNT  MCOP INTR BU
Interest capitalized G500 ACMT  MCOP INTR MSC
Interest (to be transfered to other account) 8602 ACNT  MCOP INTR MSC
Interest capatalized (when account closing) 5604 ACNT MCOP INTR MSC
Interest, commiszions & transaction charges business accounts 6617 ACNT  MCOP CHRG AFB
Interest, commiszions & transaction charges business accounts (accoun 6623 ACNT MCOP CHRG AFB
Corrections 6230 ACNMT  MCOP ADJT AFB

* zervice has been dizcontinued or replaced by a normal (instant) credit transfer
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